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Abstract—Hyperscalers are reporting silent data corrup-
tions (SDCs), presumed to be caused by silicon manufacturing
defects, as a threat to datacenter reliability. To support datacenter
testing efforts to detect defective CPU servers, this paper presents
ITHICA, an approach and tool for automatically generating
functional tests for defect-induced errors from arbitrary programs
by inserting intra-thread, instruction-level error checks, primarily
leveraging instruction duplication and output comparison. Our
key insight is that the most pernicious defects (those most likely
to escape manufacturing testing) cause inconsistent errors: two
executions of the same instruction given the same inputs within the
same thread can produce different architectural outputs depending
on the execution context in which they run. By exploiting this
insight, ITHICA uniquely enables arbitrary programs to serve as
tests and localizes affected instructions concurrently with error
detection. We use ITHICA to transform industrial hyperscaler
tests (our baseline), datacenter programs, and common libraries
into functional tests, and evaluate them on over 3,000 CPU servers.
ITHICA checks detect 39% more defective servers than baseline
industrial checks and yield novel findings on defect behavior that
challenge conclusions drawn by prior hyperscaler fleet studies.

Index Terms—reliability, silent data corruption, hardware faults,
manufacturing defects, functional testing, datacenter testing.

I. INTRODUCTION

Hyperscalers are reporting silent data corruptions (SDCs),
presumed to be caused by silicon manufacturing defects,
resulting in permanent (hard) faults, as a critical threat to
datacenter reliability [1]-[7]. Such SDCs occur when a
hardware error (§1I-B) causes a system to output an incorrect
result without any indication that the error occurred [8].
Hyperscalers are finding that defect-induced SDCs impact a
substantial fraction of deployed hardware, roughly one silicon
device per thousand [1]-[4], [6].

To detect defective hardware, hyperscalers have begun
subjecting their server fleets to frequent functional testing. This
testing has enabled hyperscalers to publish several fleet-wide
studies characterizing the SDC problem [1]-[6], [9], but these
efforts rely on proprietary, hyperscaler- or vendor-specific tests.
While some tests have been open-sourced by hyperscalers and
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vendors [10]-[12], these public suites are generally smaller
in scope, and vendor tests especially tend to be structurally
distinct from proprietary variants, making them difficult to
build on and improve.

Two bodies of work attempt to overcome the limitations of
public functional test suites through automated test generation.
The first generates tests that expose defects as captured by a
specific fault model on a specific hardware implementation [13],
but is limited by the inaccuracy of current fault models for de-
fects [6], [14]-[16] and the scalability challenges of fault-model-
driven test generation [17], [18]. The second employs fuzzing
to generate tests that thoroughly exercise a specific hardware
implementation [19]-[21]. Both approaches generally require
below-ISA hardware specifications, which are hardware-vendor-
proprietary and unavailable to end-users including hyperscalers,
making them inapplicable for independent, in-datacenter fleet
evaluation [19]. The one exception is SiliFuzz [19], which
requires ISA-level specifications only, but generates short tests
that have been deemed less effective than proprietary tests [6],
a finding we corroborate in §VIIIL

The case for programs as tests. Exercising hardware
diversely is essential for triggering defect-induced errors, but
without below-ISA specifications end-users cannot control or
measure hardware coverage [19]. Instead, this paper proposes
heuristically approximating this goal by deriving functional
tests from arbitrary programs. This strategy is well motivated:
real datacenter programs expose defects that synthetic tests
miss [6], [22], by exercising complex microarchitectural
features needed to trigger defects in ways that are difficult for
synthetic tests to imitate [9].

The barrier imposed by existing checks. The key to trans-
forming arbitrary programs into functional tests is instrumenting
them with checks for defect-induced errors. Looking to recent
work that describes or publishes functional test content [1], [2],
[4], [5]1, [9]-[12], [19]-[21], three methods are used: comparing
(i) inputs and outputs of invertible computations (e.g., en-
cryption followed by decryption) [10], [11]; (ii) outputs of



the same computation run on different threads/cores [9]-[11],
[19]; and (iii) the output of a computation to a golden value
computed on presumed-healthy hardware [1], [2], [4], [5S],
[9]1, [11], [12], [19]-[21]. Notably, none of these methods
compares the architectural outputs of the same instruction
given the same architectural inputs within the same thread.

Unfortunately, these error checking methods severely limit
which programs can serve as tests. Few are composed of
invertible computations, and most lack well-defined final
outputs for golden-value or cross-thread/core checks. Even
when such outputs exist, these checks require deterministic ex-
ecution, making them impractical for programs involving multi-
threading, network I/O, or other sources of non-determinism.
These challenges are amplified if finer-grained (i.e., more
frequent) checking is desired in order to reduce logical error
masking or localize errors to instructions. For this reason,
prior work performs instruction localization using short tests
only [12] or by heuristically attributing errors to instructions
that frequently occur across failing tests [4], [5].

This Paper: Enabling programs as tests with ITHICA.
Instead, we propose ITHICA (Intra-THread Instruction Check-
ing Approach), an automatic approach and tool that generates
functional tests from programs by instrumenting them with
intra-thread, instruction-level checks, primarily leveraging
instruction-duplication and output comparison [23]-[29]. These
checks eliminate the need for final program outputs and
significantly reduce determinism requirements, enabling many
more programs to serve as tests. Their instruction granularity
makes them less susceptible to error masking and enables
identification of failing instructions upon detection.

ITHICA’s checking approach is enabled by our key insight:
the most pernicious defects—those most likely to escape manu-
facturing testing into production—cause inconsistent errors: two
instances of the same instruction given the same architectural
inputs within the same thread can sometimes produce different
architectural outputs. Intuitively, such inconsistencies result
from extensive microarchitectural and electrical state in modern
processors, which creates a highly diverse execution context
for each dynamic instruction instance, thereby modulating
how defects affect each instance architecturally. In contrast
to consistent errors—two instances of the same instruction
given the same architectural inputs within the same thread
always produce the same wrong architectural output—that can
be exposed from every execution context, inconsistent errors
are sensitive to specific contexts drawn from an overwhelming
space of possibilities (§III-A). Notably, inconsistent errors can
arise even when a defect affects both instruction instances; for
example, on one server we evaluate (§VII-D), two identical
instructions that strongly appear to interact with the same faulty
hardware component produce different wrong outputs (a type
of inconsistent error), enabling ITHICA to detect the errors.

Our first contribution is ITHICA itself. To our knowledge, it
is the first work to validate that defects cause inconsistent errors
on real defective hardware and to exploit this phenomenon
for defect detection. ITHICA primarily repurposes intra-thread,
instruction-level checking techniques from prior work on soft

error detection [23]-[25] and post-silicon validation [26]-[29].
Additionally, it introduces a novel technique that proactively
diversifies the execution context of memory instructions, by
encouraging them to interact with different levels of the
memory hierarchy. Implemented as LLVM compiler passes,
ITHICA can be applied to arbitrary programs across multiple
architectures. By relying neither on proprietary specifications
nor fault models, it bridges the research gap between state-
of-the-art functional tests deployed in datacenters and what is
publicly available to researchers.

Our second contribution is a large-scale testing campaign
that demonstrates ITHICA’s effectiveness. From Google’s
industrial fleet of multiple millions of CPU servers, over
3,000 suspect- and confirmed-defective servers—spanning at
least 10 microarchitectures—were identified and subjected to
multiple ITHICA test types: derived from representative open-
source hyperscaler test programs [10] (our baseline), fleet-
representative workloads [30], and common libraries [31]-[35].
ITHICA detects 100 defective servers, which we analyze in
detail—more than 3x [4] and 5x [12] the number of the two
most detailed prior studies. By exploiting inconsistent errors,
ITHICA checks detect 39% more defective servers than native
final output checks within the same binaries, and 69% more
than SiliFuzz [19], the only other functional test generation
approach operating at or above the ISA level. ITHICA is the
first technique to be directly compared against open-source
hyperscaler tests on real defective hardware.

Our third contribution is a set of novel findings on defect
behavior uniquely enabled by ITHICA’s instruction-level error
checking within a variety of programs and the high number
of servers these tests detect. Many of these findings challenge
conclusions drawn by recent hyperscaler studies:

1) ITHICA’s unique ability to perform instruction localiza-

tion within arbitrarily long tests enables our discovery
that the sequence-driven execution context in which a
vulnerable instruction executes is the primary predictor
of error manifestation (§VII-C). In contrast, instruction
usage stress (i.e., the dynamic frequency of a failing
opcode in a test) [4], [S] and culprit inputs are insufficient
predictors (§VII-D).

2) ITHICA enables empirically demonstrating the extreme
difficulty of reproducing errors with short tests: among the
defective servers analyzed, only one reproduces errors
with single-instruction tests; the rest require sequences
ranging from modestly longer to full programs (§VII-D).
Prior work characterizing error trends based primarily on
those reproducible with short tests [12] may bias error
characterization towards the few cases for which short
sequences are effective.

3) ITHICA’s ability to test a wide variety of instructions
in diverse execution contexts enables our finding that
the same defect often causes errors across multiple
instruction types at markedly different rates—up to six
orders of magnitude (§VII-E). In one such case, the
detecting hyperscaler baseline test is one targeting vector
instructions, yet ITHICA also reveals failing non-vector



instructions within the same test program. This finding
cautions against broad claims of hardware localization
(i.e., attributing defects to hardware components) with
functional tests in general, especially those that target few
instruction types [4], [5], [12].

Our findings suggest effective SDC testing requires
instruction-level checking within long, diverse programs.
The ideal—exercising every instruction in every possible
execution context—remains an open challenge. ITHICA takes a
meaningful step towards it: by leveraging the inconsistent nature
of defect-induced errors, it opens up a vast space of previously
unusable programs as tests, each exposing instructions to
execution contexts that prior checking methods cannot leverage.

II. BACKGROUND
A. Hardware Faults

Hardware faults are physical flaws or malfunctions. They
can be permanent or transient.

Permanent Faults. Permanent (hard) faults include manu-
facturing defects, aging-related wear-out, and design bugs.

Manufacturing defects are flaws introduced during silicon
chip manufacturing, and typically impact different physical
regions of each affected chip in different ways. A special
category of defects is early-life failures (ELFs), which are
characteristic of weak chips that pass pre-deployment test-
ing [6], [36], but induce erroneous behaviors within the first
few weeks to months of deployment [37].

Distinct from defects (extrinsic flaws) [36], aging-related
faults are caused by intrinsic failure mechanisms (e.g., Bias
Temperature Instability (BTI) [38] or Hot Carrier Injec-
tion (HCI) [39]), which result from chip wear-out over time.
Chip designs incorporate voltage and speed margins to prevent
errors from aging faults [40].

Finally, electrical and logic design bugs are flaws in a design;
thus, they affect most or all chips in a manufacturing batch.
Electrical bugs manifest under specific operating conditions,
namely voltage, frequency, and/or temperature [41]. Logic bugs
are flaws in a chip’s logical implementation.

Transient Faults. Transient faults are malfunctions that
occur when energetic particles, such as neutrons from cosmic
rays [42] or alpha particles from packaging materials [43],
generate electron-hole pairs in semiconductor devices. The
resulting charge can accumulate at a transistor’s diffusion nodes
and flip the state of a logic device, a phenomenon referred to
as transient (i.e., soft) error. Transient faults are not the result
of permanent hardware flaws [44].

B. Symptoms of Hardware Faults

A hardware fault can induce a hardware error, i.e., an
incorrect bit stored in a flip-flop. Whether a permanent fault
induces a hardware error may be: sequence-dependent, i.e.,
dependent on the order of circuit stimuli; or timing-dependent,
i.e., a subset of sequence-dependent that depends on the speed
of stimuli [45]. Timing-dependent faults are dependent on a
chip’s electrical state (i.e., voltages and currents at transistor

terminals) and thus influenced by external factors like power
supply noise, frequency or temperature variations [46], [47].

A hardware error may or may not manifest as an architectural
error, i.e., an incorrect architectural state (§I1I-A). If it does not,
the hardware fault is said to be architecturally masked [48] or
benign [49], [50]. Architectural errors can present with various
symptoms, including system crashes, system hangs, or silent
data corruption (SDC) [6], [22]. An SDC occurs when an
architectural error causes the system to output an incorrect
result without any indication that the error occurred [8]. Some
architectural errors may not affect the system output at all due
to logical masking [48]-[51], e.g., if the error is multiplied
by zero, or a program’s output does not depend on it.

C. Testing Silicon Chips for Defects

The SDC phenomenon recently reported by hyperscalers is
generally attributed to defects [1]-[5]. Standard and emerging
approaches for detecting defective chips are manufacturing and
in-datacenter testing, respectively.

Manufacturing Testing. Manufacturing testing follows chip
fabrication and subjects each chip to scan-based structural
tests [52] and (non-scan) functional tests [53]. Scan-based
testing uses design-for-testability (DFT) features to apply
automatically generated test stimuli to logic circuits and inspect
their outputs, leveraging fault models and test metrics for sys-
tematically generating scan tests [54]-[61]. Functional testing
complements scan testing, but lacks scalably computable, high-
quality coverage metrics [15], [18]. Manufacturing testing is
highly limited in duration due to cost, making exhaustive testing
approaches infeasible [15].

In-Datacenter Testing. Historically, in-datacenter testing
concluded with software burn-in testing [2] (different from
hardware burn-in [62]), assuming hardware faults would
be caught by built-in error detection mechanisms. Upon
finding that defect-induced SDCs impact a substantial
fraction of servers, datacenter operators have begun
subjecting them to periodic functional testing (§I) both in-
and out-of-production [2], [4], [19].

III. MOTIVATING ITHICA: THE INCONSISTENT
MANIFESTATION OF PERNICIOUS PERMANENT FAULTS

Our key insight in designing ITHICA is two-fold: (1) de-
fects can cause inconsistent architectural errors, i.e., errors that
cause some instruction, executed from two different execution
contexts on the same hardware, with identical architectural
inputs, to produce different architectural outputs; and (2) such
defects are the most pernicious. An execution context denotes
the entire microarchitectural (including architectural) and elec-
trical state of a chip. We first derive this insight from a recent
theoretical result (§1II-A). We then build intuition for how per-
manent faults can cause inconsistent errors with a pedagogical
RTL-level fault injection example in simulation (§III-B).

A. Architectural Errors: Formal Classification

Part one of our insight follows from recent work on
formal pre-silicon verification (to detect logic bugs, a type



of permanent fault, §II-A), which proves that a hardware error
can manifest as one of three types of architectural errors [63],
[64]:! (1) an inconsistent error, defined above; (2) a consistent
error, which causes some instruction, executed from every
execution context on the same hardware device, to always
produce the same wrong output for specific architectural inputs;
or (3) an unresponsive error, which causes some instruction,
executed from some context, to fail to produce an output within
the expected time frame.

Notably, this result holds regardless of how the hardware
error arises, e.g., even if it is caused by a fault that is
both timing- and sequence-independent. Now, consider such
a fault alongside one that is timing- or sequence-dependent,
where both faults are capable of inducing the same hardware
error (§1I-B). That is, the first fault induces the hardware error
persistently, while the second does so only under specific
conditions (i.e., intermittently). If the error manifests as
inconsistent or unresponsive in the first case, it will do so
in the second. If the error manifests consistently in the first
case, it will newly manifest inconsistently in the second.

Part two of our insight is that faults that induce inconsistent
errors are more pernicious (harder to detect), and thus more
likely to escape manufacturing testing, than those that induce
consistent errors. This is because consistent errors can be
exposed by executing instructions with diverse inputs from any
execution context, while inconsistent errors require executing
instructions in many distinct execution contexts, drawn from
an overwhelming space of possibilities.

ITHICA is explicitly designed to detect inconsistent errors
and can implicitly detect unresponsive errors, though not
consistent ones. This tradeoff pays off empirically: ITHICA
detects more defective hardware—that has already undergone
manufacturing testing—than state-of-the-art tests that do not
exploit this insight (§VII).

B. Pedagogical RTL Fault Injection Example

To build intuition for the theory in §III-A, we present an
RTL-level fault injection example featuring a timing- and
sequence-independent fault—the case where consistent errors
are theoretically more prevalent, and thus where ITHICA is
least likely to detect an inconsistent error.

Our fault injection targets the open-source RISC-V CVA6
processor [65], a 64-bit, 6-stage, single-, in-order-issue core
with speculation. We inject a single (i.e., one-bit) stuck-at
fault [14]—a common fault model used in the literature to study
permanent faults—into CVA6’s SystemVerilog RTL. Specifi-
cally, we force rs1_valid_o permanently high, causing a per-
sistent hardware error. This signal informs the next instruction
to issue that its first operand (rs1) is valid. We then run a simple
ITHICA test on the “faulty” design in Verilator simulation [66].
The test is an assembly program that features two multiplication
instructions (mul) using the same architectural inputs, preceded
by initialization instructions, as shown next:

UInconsistent, consistent, and unresponsive errors map to functional consis-
tency, single-action correctness, and response bound bugs in prior work [64].

lw a5, %[bval] // Sets value for a5

1w a4, %[aval] // Sets value for a4

addi t0, a5, 0 // Dummy instruction

mul %[sl], a4, a5 // Original mul instruction

mul %[s2], a4, a5 // Duplicate (validation) mul instruction

VR W N

We compare the original and duplicate muls’ outputs
once the simulation has completed. By forcing rs1_valid_o
permanently high, both muls are forced to perform forwarding
of their rsl operand value, without explicitly waiting for
their producer to complete. Getting the value from the register
file is not permitted, due to the presence of the in-flight 1w
producer (line 2) that writes to the same operand. As a result,
the first mul forwards a reset value (zero) for rs1, which was
written in the scoreboard when the 1w instruction issued. The
second mul forwards the correct value from the 1w (line 2),
which has completed. The same effect is achieved if the dummy
instruction is placed between the two mul instructions instead.

Notably, the microarchitectural simplicity of CVA6 (and
the abstractness of RTL) makes such a persistent hardware
error more challenging for ITHICA to detect: there is less
opportunity to observe a resulting inconsistent architectural
error. Any increase in microarchitectural complexity makes
inconsistent errors easier to observe, e.g., a processor with
multiple execution units of the same type may dispatch the
original and duplicate instructions to different units. However,
execution unit redundancy is not a requirement: our real
hardware results feature a case of an instruction exhibiting
inconsistent errors, detected by ITHICA, despite very likely
executing on the same faulty execution unit (§VII-D).

C. Execution Context Diversity

ITHICA exploits our key insight (§III) for defect detection
by leveraging natural diversity, where the execution context
varies passively between the original instruction and its valida-
tion (e.g., duplicate in §III-B) instruction (§IV-B), and proac-
tive diversity via the novel MemDiv transformation (§IV-A),
which deliberately perturbs microarchitectural state, and thus
execution context, between original and validation instructions.
ITHICA also varies input programs (§ V-A) and transformations
that turn the input programs into tests (§IV-A) to more signifi-
cantly vary the execution context of both original and validation
instructions, thus increasing the likelihood of surfacing defect-
induced errors (§I1I-A).

IV. ITHICA: INTRA-THREAD INSTRUCTION CHECKING
APPROACH FOR DEFECT DETECTION

ITHICA? takes as input a program and configuration
options (§1V-B) and outputs a functional test by applying one
or more of its transformations (§IV-A) to the program (Fig. 1).
This section describes test generation with ITHICA and
provides details on its design and implementation (§IV-C).

A. ITHICA Program Transformations

Each ITHICA transformation (Table I) inserts additional
program instructions to check for errors in the outputs of

Zhttps://github.com/ioannavav/ithica



<name>.c/cpp Original LLVM IR

Clang

ITHICA-transformed
LLVM IR

Error Log

<name>-Arith Error in Function:

intsum=a+b %3=add %1,%2

Native check *,
(if exists)

—~

printf("Error found")

Br ] Mempiv) [ Mem ] [(arith H———————>[arith.so

Shared

“PUts[ --blocksize --interleaving P—» Obj. File

%CMP=icmp %f,%g I

1
'
'
1
if (FinalOutput != GoldenValue): ,
'
'
'
'

error: ...
.

| o3 =add %1,%2
%d3=add %1,%2

%cmp=icmp %3,%d3 {-|Arith check
br %cmp next,error

%CMP=icmp %f,%g } Native check

compress_block

#Basic Block: 22

Library: zlib, CPU:21
Instruction: %3=add %1,%2
Original: 0f 00 00 00
Duplicate: 10 00 00 00

Output Binary Detection

from ITHICA
Arith check

Detection from
} Native check
(if exists)

(if exists)
Server Under Test Error found

e

Fig. 1. Given an input program (<name>.c/cpp), ITHICA applies one or more transformations—implemented in this paper for LLVM IR—configured with
some blocksize and interleaving, and outputs a functional test <name>-ITHICA with intra-thread instruction checks.

specific original program instructions, including: (i) valida-
tion instructions, which perform redundant computations; (ii)
check instructions, which detect inconsistent errors between
original/validation instructions; (iii) error-reporting branches,
which redirect control flow to an error-reporting basic block
when an inconsistent error is detected; and (iv) novel diversity
instructions, which create proactive diversity in microarchitec-
tural state between the execution of original and validation
instructions. The first three transformations below are adapted
from prior work on post-silicon validation for design bugs [26]—
[29] and soft error detection [23]-[25].

Arith instruments arithmetic (i.e., computational) instruc-
tions. Validation instructions duplicate the original ones and
their results are checked for mismatches against them. Du-
plicates preserve original data dependencies, allowing error
propagation and detection even when comparisons are inserted
less frequently (§IV-B).

Mem instruments load and store instructions. Loads are
duplicated and their outputs are compared against the originals.
For stores, validation instructions are loads from the store’s
address, and their outputs are compared against the original
store’s value operand.

Br instruments conditional branches to verify that they
resolve to the correct target by recording the intended target
address before the branch resolves, and validating it against the
actual address taken. Br is more lightweight than prior control-
flow checking work [24], [25], [67], [68]: it exclusively targets
conditional branches, and focuses on wrong-target misdirections
between two valid targets, which are more likely to manifest
silently. Branching to a rogue address is more likely to result
in a non-silent architectural error, like a crash (§1I-B), which
would be detected without functional testing [69].

A limitation of Mem, shared by ITHICA and prior
work [27], [29], is that validation loads typically retrieve data:
via an L1 cache hit (for checking loads), possibly missing
errors in load outputs during L1 misses; or a core-local
store buffer (for checking stores), possibly missing errors in
store outputs at lower memory hierarchy levels. To address
this, ITHICA introduces the novel MemDiv transformation,
representing the first use of proactive diversity (§III-C) to
check for errors affecting memory instructions.

MemDiv extends Mem by introducing diversity instructions,
namely mfence (memory fence) and clflush (cache line
flush) (though others are also possible). These instructions
flush store buffers and caches by virtual address, respectively,

encouraging original and validation memory instructions to
interact with and exercise defects within different levels of the
memory hierarchy. Specifically, mfence encourages retrieval
via an L1 cache hit. The subsequent clflush forces data retrieval
directly from main memory. Note that parity/ECC might not
cover all data movement of a complex memory system, nor
be able to detect all errors [70].

B. ITHICA Configuration Options

ITHICA supports configuring the location of validation
instructions and the insertion frequency of comparison instruc-
tions per basic block. Configuration options are available for all
transformations except Br, which targets at most one instruction
per basic block.

Configuring Interleaving. ITHICA'’s interleaving controls
the insertion points of validation/diversity instructions relative
to originals. An interleaving of n indicates that n original
instructions will appear consecutively in program order before
their corresponding validation/diversity instructions appear in
the same order.

Configuring Block Size. ITHICA’s block size controls
the insertion frequency of comparison instructions. A block
size of n indicates that comparisons will be inserted for
every n-th original instruction. Validation instructions are
inserted for all relevant original instructions, ensuring that
errors impacting validation instructions can propagate through
dependency chains to comparison instructions (unless they get
logically masked, §II-B).

C. ITHICA Design and Implementation

Design Choices. Intra-thread instruction checking techniques
have been implemented at different levels of the software stack:
as source code transformations [26], [71], [72], within compiler
IR [68], [73]-[75] or backend [25], [67], [76] passes, and during
post-processing of generated assembly [23], [24], [77]. To
achieve portability necessary for fleet-scale deployment across
diverse microarchitectures, ITHICA operates at the LLVM IR
level; IR passes are target-agnostic and can be integrated into
existing build systems without compiler modifications.

ITHICA divides checking into four individual passes
organized by check type (Table I), and separately im-
plements their combinations (Arith+Mem, Arith+MemDiv,
Arith+MemDiv+Br). This modularity allows independent de-
ployment and controlled evaluation of each pass’s detection
contribution. A design distinction from prior work on soft error
detection is check instruction placement (§IV-A). There, logical



TABLE I
ITHICA TRANSFORMATION PASSES AND VALIDATION RULES
Pass Target Inst Original Inst |Validation Inst Check
Logic, binary, bitwise,
vector, unary, aggregate
Arith & conversion ops, GEP, |r0 = op(s0,s1)|r]l = op(s0,s1) eq(r0,rl)
icmp, femp, select, intrin-
sics & inline asm [78]
Egjfiw("]‘;?]';mm‘c’ V0 = load(a0) [v1 = load(a0)  |eq(vO,v1)
Mem -
i:)?ié?;ﬁ;mmw' store(v0,a0) vl = load(a0) eq(v0,v1)
. vl = load(a0);
Lo e o cltuia: |00
v2 = load(a0) qeves
. vl = load(a0);
MemD:
o Store (non-atomic mfence(); eq(v0.vl) &&
non-volatile) ’ store(v0,a0) |v2 = load(a0); eq(v0,v2) &&
clflush(a0); eq(v0,v3)
v3 = load(a0)
sre: e = ¢0 ? t0:tl; LN
Conditional store(e,tmp) src: None
Br br(c0,t0,t1) . _ t0: eq(v0,t0)
branch t0: vO = load(tmp) t: eqvltl)
tl: vl = load(tmp)| ~ qevE

masking of errors before they become externally visible (i.e., at
stores and branches [23], [25]) is desirable, so checks are
inserted only at those points. For defects, logical masking
prevents detection, so ITHICA supports block sizes down
to 1, giving every instruction its own check. Block size
of 1 further enables instruction localization, which is useful
for characterizing permanent defects (§VII-C-§VII-E), but
uninformative for transient soft errors, which do not recur.

Implementation Challenges. The first challenge, unique to
ITHICA’s LLVM IR implementation, is redundancy preserva-
tion. Despite applying ITHICA as the final IR-level pass to
minimize interference with compiler optimizations, backend
optimizations can still eliminate inserted instructions. To
prevent this without modifying the LLVM compiler backend,
validation loads and stores are marked as volatile; for arithmetic
instructions, which cannot be marked volatile directly, their
arguments are passed through no-op volatile store-load pairs
to achieve the same effect.

The second challenge is ensuring instrumentation correctness,
which requires two conditions: validation instructions need to
be side-effect free (to preserve observable program behavior),
and original and validation instructions need to yield the same
output in the absence of hardware errors. Most instructions
covered by Arith always meet these conditions, and are
duplicated unconditionally. The exceptions are LLVM intrinsics
and inline assembly, which are first checked against LLVM
attributes [78] to confirm they are side-effect free, and only
then duplicated. Br is safe by construction, as it inserts a
validation stack store and load with no side-effects. For Mem
and MemDiv, there are multiple original instructions with
side-effects for which a validation copy would alter program
behavior—including atomic and volatile loads and stores,
atomicrmw, cmpxchg, and alloca [78]—which are therefore
excluded. Non-atomic/non-volatile loads and stores are safely
instrumented under a thread-safety assumption; permitted data
races in thread-unsafe multithreaded code can cause false

positives. For example, OpenSSL intentionally permits certain
data races [79], so ITHICA does not instrument those functions
with Mem and MemDiv in our experiments (§VII).

V. TESTING CAMPAIGN: ITHICA ON REAL HARDWARE

To test our insight (§111) and evaluate ITHICA tests generated
from various programs (§V-A), we conduct a large testing
campaign (§V-B).

A. Instrumenting Diverse Input Programs

We use ITHICA to instrument three input program types:
(i) industry-representative functional test programs comprising
Google’s cpu-check (CC) [10]; (ii) industry-representative
workloads comprising Google’s Fleetbench (FB) [30], [80];
and (iii) libraries [31]-[35] used by CC and FB. When
ITHICA generates a functional test from a program, we
append “-” and then “ITHICA” or the name of the applied
transformation (e.g., “Arith”) to the program name to get the
new test name (e.g., CC-ITHICA or CC-Arith, respectively).

cpu-check. CC is a suite of bespoke functional tests with
final output checks (§I) developed by Google for in-datacenter
testing (§II-C). Test programs include: invertible computations
in sequence (e.g., encryption-decryption) with input-output
comparisons; checksum and hash computations on random,
non-deterministic data with cross-core output comparisons; and
AVX computations with vector lane output comparisons. Most
of our experiments evaluate ITHICA tests generated from CC,
since its native checks provide a comparison baseline, and its
C++ implementation allows for microarchitecture-independent
LLVM compilation (unlike SiliFuzz tests [19]).

Fleetbench. FB consists of C++ microbenchmarks, repre-
senting hot functions in Google datacenters, including Proto,
Swissmap, Libc, Tcmalloc, Hashing, Compression, and Stl-
cord, executed with deterministic data pre-sampled from a
production distribution or randomly generated with a fixed
seed. We exclude Compression due to its reliance on OpenMP,
which we could neither statically compile nor access as a
system library on our servers.

Libraries. For both CC and FB, we instrument both top-
level and library code. For CC, we apply ITHICA to Libc,
Libc++, Abseil, OpenSSL, and Z1ib. Due to tight coupling
of Libc and Libc++ with GCC, we instead apply ITHICA
to LLVM’s overlay libraries, L1vmlibc and L1vmlibc++. For
FB, we do not explicitly instrument libraries, like we do for CC,
but rely on FB’s build system (Bazel) to rebuild all relevant
libraries (e.g., Abseil) with ITHICA.

B. Two-Pool Evaluation Strategy

We conduct experiments on two groups of CPU servers
drawn from Google’s fleet (consisting of many million CPUs):
the Quarantine Pool (QPool) and the Defective Pool (DPool).

The QPool consists of more than 3,000 servers quarantined
by Google for out-of-production testing due to suspicious
behavior. They span at least 10 microarchitectures across
two CPU server vendors. It is a dynamic pool (i.e., new servers
are regularly added and removed) containing both suspect- and



TABLE II
DPooL CHARACTERISTICS

TABLE III
EVALUATION METRICS — EACH RUN SPANS ONE HOUR

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10 D11 D12 D13 D14

parch ul u2 u3 u4 u5 u5 u2 u6 ul uv4 w3 u5 ul u2
Age (months) 19 6 34 16 45 38 81 19 24 11 11 42 10 o4

confirmed-defective servers. Servers are offlined to the QPool
via three mechanisms: (1) customer complaints about data
corruption; (2) flagging by opportunistically-run hyperscaler-
and vendor-developed screening tests; and (3) forensics-based
analysis of hardware and software exceptions (e.g., fail-stop
and fail-slow errors including machine check exceptions, kernel
or user crashes, invariant fails in user code).

The DPool consists of 20 confirmed-defective servers,
originally part of the larger QPool, that we set aside for
dedicated testing with ITHICA. All 20 have failed at least
one functional test developed either by Google or by the CPU
vendor and exhibit diversity in terms of microarchitecture
and age (Table II). Across all our experiments, no functional
test (i.e., neither ITHICA nor CC) detects any error on six of
them. Thus, we report results for the remaining 14 servers.

Benefits of Two-Pool Evaluation. The DPool and QPool
serve distinct roles. The DPool provides a controlled environ-
ment with confirmed-defective servers, enabling us to evaluate
our key insight (§III). Its static nature and our exclusive
access to it ensure sufficient runtime to evaluate all ITHICA
transformations and configurations: we collect over 2,000
hours of testing time per DPool server, exceeding the
allocated time of previous detailed studies by 1-2 orders
of magnitude [4], [5], [12]. In the QPool, ITHICA tests
integrate into Google’s standard out-of-production testing
pipeline alongside other industrial tests, enabling large-scale
evaluation in a real-world in-datacenter setting.

VI. EXPERIMENTS OVERVIEW

The experimental evaluation in this paper is partitioned into
two subsections: testing on the DPool (§VI-A) and testing on
the QPool (§VI-B). Across our experiments, we compare the
efficacy of ITHICA tests to CC (our baseline) using four main
metrics, defined in the first four rows of Table III. The results
are interpreted in detail in §VIL

A. Testing on the DPool

First, to compare CC-ITHICA to CC, we run eight functional
tests on each DPool server. Seven are CC-ITHICA tests
obtained by applying its four main transformations (§IV-A)
and three combinations thereof (Arith+Mem, Arith+MemDiv,
Arith+MemDiv+Br) on CC, all with block size and interleaving
set to 1. The eighth is the original CC (i.e., without ITHICA
instrumentation) for comparison. Each test runs 100 times per
server (100 runs) each lasting one hour unless interrupted by
a crash. Between runs, the server is rebooted.

Within an ITHICA test, we distinguish between Native
checks (checks in the original program, i.e., CC’s final output
checks) and ITHICA checks (inserted by ITHICA). If either

Metric

Server Detections # servers with error detections

Error Detection Rate (EDR)|# runs with error detections / # all runs (%)
Error Frequency (EF) # error detections / # all runs

Time to Detection (TTD) [time from test start to first error

PC Sensitivity (per opcode) |# failing static PCs / # all static PCs (%)
BB Sensitivity (per opcode)|# failing basic blocks (BBs) / # all BBs (%)
Input Breadth (per opcode) |# unique failing inputs / # all failing inputs (%)

Description

check type detects an error before a crash, the detection
counts. CC contains only Native checks; CC-ITHICA contains
both. Each run executes hundreds of thousands of rounds
of the CC-ITHICA program (and more rounds for CC), each
with different randomly-generated inputs, yielding hundreds of
thousands of inputs per run.

Fig. 2 shows EDR (Table III) for the seven CC-ITHICA tests
and CC across all 14 DPool servers (D1-D14). Parenthetical
values show the subset of detections followed by crashes; the Cr
column shows crashes without any other detection.

To compare different ITHICA interleaving and block size
configurations (§IV-B) for the same program, we conduct two
other experiments. First, fixing block size to 1, we sweep
interleavings of 1, 2, 4, 8, and max (basic block length).
Second, fixing interleaving to 1, we sweep block sizes of
1, 2, 4, 8, and dep, which inserts comparisons at the end
of each instruction’s dependency chain. We evaluate each
configuration with 100 one-hour runs. Fig. 5 shows the
results of these two experiments.

Finally, we evaluate ITHICA test content generated from
two types of non-test programs, using Arith with block size
and interleaving of 1, since this configuration yielded the most
detections on the DPool for CC-ITHICA (Fig. 2, §VII-A): five
libraries used by CC and six FB workloads (§V-A). We
evaluate each FB-ITHICA binary for 100 one-hour runs.

B. Testing on the QPool

Due to limited available execution time in the QPool com-
pared to the DPool, we primarily run CC-Arith with block size
and interleaving of 1, again due to its success for CC-ITHICA
in the DPool. The total execution time accumulated per server
varies, ranging from 20 to 100 hours due to the presence of
other tests in the pipeline and the dynamic nature of the QPool.

We secondarily run CC-Mem, CC-MemDiv, and CC-Br with
block size and interleaving of 1, reporting only their unique
detections compared to CC-Arith due to their shorter run-
time (at least 20 hours). The results are summarized in
Fig. 3, alongside the aggregate DPool results. Our base-
line remains Native checks within the same CC-ITHICA
binaries. To ensure reliable analysis, these results exclude
servers with less than 20 hours per test.

Finally, as in the DPool, we evaluate CC’s five libraries and
the six FB workloads transformed with Arith with block size
and interleaving of 1 for 20 to 100 hours.
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Fig. 2. EDR of CC-ITHICA (with block size and interleaving of 1) and CC in DPool. Each triplet reports results for ITHICA (/th), Native (Nat), and crashes
with no detection (Cr). The subset of runs that crashed after detection is shown in parentheses. D6 is uniquely detected by Arith for interleaving of 8 (§VII-C).
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Fig. 3. Server detections across all CC-ITHICA runs in both pools.

VII. RESULTS

We present ten key findings from the experiments in §VI-A
and §VI-B, along with follow-up experiments for further
analysis. We first establish ITHICA’s effectiveness for de-
fect detection (§VII-A, §VII-B). We then leverage ITHICA’s
instruction-level visibility to characterize defect behavior and
the factors governing detection (§VII-C-§VII-E), contrasting
our findings with prior work’s conclusions (§VII-D, §VII-E).

A. Defects Manifest as Inconsistent Errors

First, consider Fig. 2, produced from running seven
CC-ITHICA tests and CC in the DPool (§VI-A). Obs. 1 The
figure shows that CC-ITHICA tests collectively detect all 14
DPool servers. Among the four base transformations, Arith is
the most effective, detecting 11 out of 14 servers. This result
may reflect survivorship bias (§IX) in the tests used to flag
servers for offline testing (§V-B). Br does not detect errors in
the DPool but flags non-unique servers in the QPool (§VI-B).
Obs. 2 Four servers (D1, D5, D8, D9) are uniquely detected by
ITHICA checks in CC-ITHICA tests, while missed by Native
checks in the same binaries as well as by CC. D6 is also
uniquely detected by Arith for interleaving of 8 (§VII-C).

Next, consider Fig. 3, produced from running four/seven
CC-ITHICA tests in the QPool/DPool (§VI-B/§VI-A). Of the 49
QPool servers detected by both ITHICA and Native checks
in CC-ITHICA tests, 45 were flagged by Arith, 1 uniquely
by Mem, and 3 uniquely by MemDiv. Obs. 3 An additional 26
QPool servers were only captured by ITHICA; 25 by Arith
and 1 uniquely by MemDiv. Only six servers were detected by

TABLE IV
DECOMPOSITION OF INSTRUCTIONS EXHIBITING ERRORS IN DPOOL

Instruction with Error | Original | Validation | Both

313% | 447% | 24.0%

% across all DPool runs |

Native but not ITHICA. Two likely explanations are gaps in
ITHICA’s instrumentation and errors that manifest consistently,
discussed in §IX. Across both pools, CC-ITHICA tests detect 89
total servers (75/14 in the QPool/DPool)—39% more than
Native checks in the same binaries. Finally, ITHICA tests
derived from FB (§VI-A, §VI-B) detect 11 additional servers
in the QPool (§VII-C), resulting in 100 servers (89 + 11)
detected by ITHICA across both pools.

Notably, inconsistent errors are not limited to cases where
only one of the two instruction instances is affected by a
defect: ITHICA can detect errors even when both are. Table IV
shows which of the two instructions (original or validation)
exhibits an error when ITHICA detects one across DPool runs.
Obs. 4 In 24% of cases, both produce incorrect but different
outputs. These cases are particularly informative because they
constrain the possible explanations for the inconsistency: since
both instances are incorrect, both were likely affected by the
same defective hardware component, yet still produced different
outputs. In contrast, when only one instruction is incorrect,
we cannot determine whether they interacted with the same
component or different ones (i.e., one defective and one not).

Finding 1: Defects, despite being permanent faults, manifest
as inconsistent errors in nearly all servers flagged as defective
in our testing campaign (Obs. 1-4).

For the Fig. 3 experiment, Table V compares ITHICA
and Native checks on several other metrics (Table III).
Obs. 5 Across 58 servers detected by both ITHICA and
Native (49/9 in the QPool/DPool), ITHICA achieves, on
average, 1.78x EDR improvement, 7.51x EF improvement
and 0.68x TTD improvement (1.47 x faster).

Finding 2: ITHICA checks outperform final output
checks used by hyperscaler tests across all evaluated
metrics (Obs. 2, 3, 5).

Fig. 4 shows the distribution of failing instructions and their
average EF across all CC-ITHICA tests run in the DPool with




TABLE V
COMPARISON OF ITHICA AND NATIVE DETECTION METRICS (EDR, EF, TTD)
FOR 58 SERVERS DETECTED BY BOTH CHECKS

Ratio ITHICA/Native |Geom. Mean|Arith. Mean | Median|Min| Max
Error Detection Rate (EDR) 1.78 4.50 1.17 10.52] 100.00
Error Frequency (EF) 7.51 130.15 3.44 10.02]5396.00

Time to Detection (TTD) 0.68 0.77 0.56 (033 1.72

a block size of 1 and an interleaving of 1, except D6, which
is uniquely detected at interleaving of 8 (§VII-C). A “failing
instruction” denotes one that exhibits an incorrect output; it
does not imply a particular defective hardware unit (§VII-E).
Cases where no specific instruction is identified (no-instr)
can result from an error in an instrumentation instruction
itself (e.g., icmp), or a crash before logging completes.

Obs. 6 The data reveals a diverse range of affected instruc-
tions across servers, spanning arithmetic, floating-point, vector,
and memory instructions. Average error frequencies also vary
drastically, from less than one per run to over a thousand.
Both observations reflect the fact that defects impact different
physical regions of each chip in different ways (§1I-A).

While ITHICA can detect inconsistent errors regardless of
their source, the observed error characteristics in our experi-
ments narrow plausible causes. Obs. 7 Their frequency and
repeatability (Fig. 4) make transient faults less plausible; their
device-specific (Fig. 4) yet microarchitecture-agnostic (Table IT)
nature points away from design bugs; their presence across
devices of varying ages (Table II) challenges aging effects as
a sole cause. Taken together, these observations are consistent
with defects as the likely cause (§II-A).

Finding 3: ITHICA-detected errors in our server pools
are most consistent with defects as the underlying
cause (Obs. 6, 7).

Implications for Chip-Users: Intra-thread, instruction-level
checking for inconsistent errors is highly effective for defect de-
tection. This finding—not leveraged in any existing functional
test for defects [1], [2], [4], [5], [9]-[12], [19]-[2]]—enables
the use of arbitrary programs as tests, removing bias toward
those compatible with existing error checking techniques (§I).

B. ITHICA Paves the Way for Online Testing

The permanent nature of defects has a direct implication for
ITHICA instrumentation. For defect detection (i.e., identifying
whether a server is defective), catching any one error per server
suffices, unlike soft error detection which requires catching
every corruption that affects an application’s output. This
distinction enables ITHICA instrumentation to be reduced,
trading EDR for lower overhead, while maintaining high defect
detection coverage (i.e., number of defective servers detected).
Notably, for error characterization, fine-grained instrumentation
at every instruction remains necessary (§VII-E).

Two strategies can be used, separately or in combination,
for reduced ITHICA instrumentation: sampling in time (i.e.,
choosing the check insertion frequency in checked program
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Fig. 4. Distribution of instructions where ITHICA detects errors, with EF
calculated across all CC-ITHICA runs in DPool.

regions) and sampling in space (i.e., choosing which program
regions are checked). In this paper, we investigate a sampling
in time strategy: varying block size (§1V-B). Fig. 5 shows that a
block size of 1 performs best on average, likely due to reduced
logical error masking. Obs. 8 However, larger block sizes
demonstrate comparable effectiveness: all DPool servers with
reproducible (i.e., more than one) detections at block size 1 (all
except for D10 and D14) are also detected at larger block sizes.
This indicates that checking frequency can be relaxed without
significantly compromising the number of detected servers.
The runtime overhead of Arith decreases from an average
of 2.22x at block size 1 to 1.56x at block size 8 (Table VI).

Finding 4: ITHICA instrumentation and runtime overhead
can be reduced at high defect detection coverage (Obs. 8).

Implications for Chip-Users: The permanent nature of defects
can be exploited for relaxed instrumentation. ITHICA’s fine-
grained, flexible checking, easily applied to new programs and
tunable in frequency and scope, can support a wide variety of
relaxation strategies. Establishing ITHICA’s effectiveness for
defects is the first step toward low-overhead online testing—
important future work.

C. Execution Context Drives Defect Detection

ITHICA error detections appear sensitive to two mechanisms
for varying execution context. First, the instruction sequence
preceding an opcode instance determines whether it executes
in a context where it can exhibit an inconsistent error. Second,
execution context variation via natural and proactive diver-
sity (§III-C) between an original instruction with that opcode
and its validation instruction determines whether it does.
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Impact of interleaving and block size on EDR for CC-Arith in DPool. Top row: effect of varying interleaving (m=max, length of the basic block).

Bottom row: effect of varying block size (d=dep, length of instruction dependency chain). The rightmost panels show average EDR across all servers.

TABLE VI
PERFORMANCE OVERHEAD AND BINARY SIZE INCREASE (IN X) OF
ITHICA COMPARED TO CC, ACROSS DPOOL MICROARCHITECTURES

ITHICA Arith (Block Size) Mem MemDiv Br
Pass 1 2) @ (@8 (dep)
g ul 226 206 1.88 1.71 1.85 1.13 2936 1.11
g w2 223 188 1.66 158 143 1.10 3489 1.10
g u3 228 193 1.75 1.62 182 1.23 29.63 1.18
5 u 230 1.70 156 149 1.63 1.11 50.17 1.09
< us 207 1.70 153 142 144 1.09 4849 1.08
& u6 2.17 180 1.61 154 1.69 1.07 5723 1.05
Avg 222 185 167 156 164 1.12 41.63 1.10
Binary Size 8.47 588 459 4.11 6.11 306 13.12 1.24

Sensitivity to preceding instruction sequence. First, we ex-
amine how preceding instruction sequences influence ITHICA
error detections across different instances of the same opcode
within the same test. For each opcode-server combination that
ITHICA detects an error on, we analyze what fraction of static
program counters (PCs) executing the opcode exhibit errors
to calculate PC Sensitivity (Table III). Opcodes with only
one PC or one error are omitted from the table. Obs. 9 For
most failing opcodes, PC Sensitivity is very low (often <1%,
Table VII), revealing that the same opcode behaves correctly
in the vast majority of its program locations. The same is
true for basic block (BB) Sensitivity. A notable exception is
vector double instructions, which exhibit high PC and BB
Sensitivity. However, for each of these opcodes, all PCs are
contained within a single basic block, and therefore likely
execute under a similar execution context. Similarly, other
opcodes with relatively high PC Sensitivity—namely floating-
point and vector integer instructions—also exhibit high BB
Sensitivity, with failing PCs concentrated within one of only
two basic blocks containing them (Table VII).

Next, we show that applying different ITHICA transfor-
mations that check at least one common opcode to the
same program varies the preceding instruction sequences of
those opcodes, similarly affecting detections. Obs. 10 Per
Fig. 2, combined passes (Arith+Mem, Arith+MemDiv,
Arith+MemDiv+Br) have the benefit of detecting errors across
multiple instruction types (e.g., both arithmetic and memory
instructions for D12), but sometimes have lower EDR or entirely

miss servers detected by individual passes. This can be at-
tributed to the additional instrumentation instructions changing
the instruction sequence compared to individual passes, and
thus disrupting the execution context needed for detection.

Finally, instruction sequences preceding checked opcodes
vary across input programs, likewise influencing detections.
Table VIII shows detected servers across the top-level CC
code in CC-ITHICA tests, its library code, and FB. Since CC
comprises multiple subtests (§V-A), we separate results per
subtest. For each, we report total server detections and unique
server detections compared to other tests or subtests.

Among CC subtests, Avx detects the most unique servers.
This is unsurprising since it is the only test exercis-
ing large (4x, 8X) vector operations. Among the instru-
mented libraries, Zlib detects the most servers (23 to-
tal). Obs. 11 Of the 31 servers missed by Native in
CC-ITHICA (Fig. 3), eight are detected exclusively by ITHICA
within library code: six in Zlib only, one in OpenSSL only,
and one in both Zlib and OpenSSL. This demonstrates that
even if Native checks were manually constructed to be more
fine-grained in the top-level code, they could still miss errors
that manifest in library code and are masked before reaching
the library function’s output.

Obs. 12 FB tests (§VI-A/§VI-B) detect 24 servers (20/4 in
the QPool/DPool), including 11 unique QPool servers (not in
Fig. 3) missed by both top-level CC (both ITHICA and Native)
and libraries, for a total of 100 servers detected by ITHICA.
Importantly, none of the FB programs could be used as tests
without ITHICA, as they lack built-in checkable outputs.

Finding 5: Whether an instruction exhibits a defect-induced
error depends on whether it executes in a vulnerable context
shaped by its preceding instruction sequence (Obs. 9—12).

Sensitivity to natural or proactive diversity. Obs. 13 Fig. 5
shows that natural diversity with an interleaving of 1 (where
each validation instruction immediately follows its original)
is sufficient to expose inconsistent errors for most servers in
the DPool. However, larger interleavings further improve EDR
for some servers (e.g., D3, D4). Notably, D6 is exclusively
detected at an interleaving of 8.



TABLE VII

PC SENSITIVITY, BB SENSITIVITY AND INPUT BREADTH PER OPCODE AND PER DPOOL SERVER, ACROSS CC-ITHICA RUNS

Categor Failing Affected # Total # Failing PC Sensitivity |# Total # Failing BB Sensitivity # Total # Unique Input Breadth
ategory Opcode Servers PCs PCs Geom. Mean (Std)| BBs BBs Geom. Mean (Std)| Failing Inputs Failing Inputs Geom. Mean (Std)
add int D3 1,202 5 0.42% (0.00) 664 4 0.60% (0.00) 22 7 31.82% (0.00)
e G A - £ A £ O Y S 11 3 11
shr int . o0 A o o
Integer or int D3 /D6 180 7171 1.47% %l.(ﬂ; 145 7171 1.82% %2 07) 776 19 3472 9.87% (8.92
Arithmetic ~[3ES, B¢ Bi %1 Y954 ooy | 35 3 2:00% (6:00) i 1 196:00% (0.00)
zext int D3 809 46 5.69% (0.00) 489 32 6.54% (0.00) 19.71K 217 1.10% (0.00)
getelementptr D1 /D3 /D8 5568 6/1/1 0.03% (0.04) |2412 6/1/1 0.08% (0.10) 3/1/4 3/1/1 63.00% (35.36)
Comparisons|icmp int D3 /DI2 3,068 1271 0.09% (0.14) | 3,552 1271 0.10% (0.15) 1771 471 48.51% (38.24)
P select int D3 617 7 1.13% (0.00) 419 7 1.67% (0.00) 84 4 4.76% (0.00)
FP Arithm _|12dd x86_p80 D5 4 1 25.00% (0.00) 2 1 50.00% (0.00) 36 6 16.67% (0.00)
fthm ) x86_{p80 D9 4 1 25.00% (0.00) 2 1 50.00% (0.00) 17.92M 1.33K 0.01% (0.00)
oo oamto | B[ U7 SAmGR [ 3 1 omees | i L O
<4xint> or <4xint> .00% (0. .00% (0. .00%
Vecor IR0 SRS Dbt § 8% Gus oo | i i 100.00% (0.00) | 0T AT ek 00
neg <4xdbl> .30% (0. .00% (0. .00% (0.
<4xdbl>  |fma <4xdbl> D10/ D11 8 715 73.95% (12.50) 1 1 100.00% (0.00) 77 / 303.20K 19 / 803 2.56% (12.21)
Vector fmul <8xdbl> D4/ DI1 3 878 100.00% (0.00; 1 1 100.00% (o.oog 20.10B / 169 20K 342.02K 7 838 0.03% (0.25)
fneg <8xdbl> D4 / D11 8 8/1 35.36% (4375 1 1 100.00% (0.00 15.55K / 1 280/ 1 13.42% (49.10)
<8xdbl>  |fma <8xdbl> D4/ Dl1 8 8/4 70.71% (25.00) 1 1 100.00% (0.00) [313.97M / 261.97K 40.02K / 810  0.06% (0.15)
M Toad 2/D3/DI2 | 4481 1/66/2 0.11% (0.68) | 2,754 1/37/2 0.15% (0.61) ~7 406K / 1 “72971 8.45% (49.64
emory  [store D2 / D3/DI2/DI13 3015 1/19/1/1 0.07% (026) | 1367 1/14/1/1 0.14% (0.41) 1/266/1/1 1787171  41.64% (42.00)

Beyond natural diversity, proactive diversity may be neces-
sary to expose certain defects. Obs. 14 As shown in Fig. 2, D13
is uniquely detected by MemDiv; all other ITHICA transforma-
tions miss it. Errors are localized to the third validation load
that checks an original store (and follows a c1flush) while the
previous two loads yield correct results. One additional server in
the QPool is similarly detected exclusively by MemDiv (Fig. 3).
This suggests that the clflush and mfence instructions
inserted by MemDiv perturb the server’s execution context
between original and validation memory instructions sufficiently
to expose an inconsistent error.

These observations show that natural diversity (§I1I-C) from
modest interleavings is generally sufficient to expose incon-
sistencies in arithmetic instructions, possibly because their
relevant execution context is largely core-side. Proactive
diversity (§11I-C) appears necessary for certain defects affecting
memory instructions, possibly due to their relevant execution
context spanning core and uncore components.

Finding 6: Detection of defect-induced inconsistent errors
depends on (typically modest) execution context variation
between original and validation instructions (Obs. 13, 14).

Implications for Chip-Users: The key to executing instructions
in diverse microarchitectural and electrical state contexts with
ISA-level control is varying this context implicitly, by (a)
transforming arbitrary programs into tests, (b) varying and
combining ITHICA transformations to alter the surrounding
instruction mix within a test and (c) varying interleaving to
exploit natural diversity within a test; and explicitly, by using
MemDiv (or similar) for proactive diversity.

D. Reported Factors are Insufficient for Defect Detection and
Reproducibility

As established in §VII-C, variation in execution context
for failing instructions across programs explains the program-
sensitivity of defect detection—why different programs ex-
ecuting the same failing instruction do not all detect the
same defects. Lacking instruction-level visibility across diverse

TABLE VIII
TOTAL AND UNIQUE SERVER DETECTIONS AMONG CC, LIBRARIES AND FB
FOR DPOOL & QPOOL SERVERS ACROSS ALL BINARIES

|  Top-level CC | Libraries | FB
ERES
d): +
o = +a
.-q:)EéD%m 9'5—&'—&.%80“28
«|2 2|5 (2|2|8|2|5|2|2|E|E|8|5|F |2
Test | < |E|& |2 |B|2|N|O|<|2 2|2 |~|_|=|= |&
Total [19|3|21|17]6]4 (23|19 |7]0|3|4|8|3]|9]|11]7
Unique |15/0] 7 |3]3|0]4|1]0]0|0]1]3]0]|3]1]3

programs, prior work instead proposes instruction usage stress—
the dynamic frequency of a failing opcode in a test—as a predic-
tor of detection, claiming detecting tests execute the defective
opcode more frequently than non-detecting ones [4], [5].

To investigate this claim, we focus on servers uniquely de-
tected by a single test and for which at least one failing opcode
also appears in at least one other test besides the detecting one.
For each such server, if multiple failing opcodes are shared
with the non-detecting tests, we select the most frequently
failing one. Fig. 6 shows the normalized execution frequency of
this opcode across all tests that execute it. Obs. 15 In 13 of 22
cases (59%), the detecting test is not the one with the highest
execution frequency of the failing opcode. This supports that
execution context, not merely instruction usage stress, impacts
error manifestation and therefore detection. Notably, prior work
also uses instruction usage stress for instruction localization,
heuristically flagging as suspect those instructions that execute
most frequently across failing testcases [4], [5] (Table IX);
Obs. 15 equally undermines this inference.

Finding 7: The program-sensitivity of defect detection
is not explained by the dynamic frequency of a failing
opcode (Obs. 15).

Even for the same program running on the same server, not
all runs detect errors: as Fig. 2 shows, detecting CC-ITHICA
tests have EDR less than 100% for most servers. Two factors
determine run-to-run error reproducibility: architectural (input-
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Fig. 6. Normalized execution frequency of failing opcodes for servers
(columns) uniquely detected by one program. Orange indicates the detecting
program; gray indicates non-detecting programs executing the same opcode.

dependent) and non-architectural (non-input-dependent) exe-
cution context. In the former case, different runs use different
randomly generated inputs, which influence error manifes-
tation (since instructions’ inputs are part of their execution
context) and detection (e.g., through logical masking), or even
control flow (determining which instructions execute at all).
In the latter case, microarchitectural and electrical state vary
across runs of the same program on the same hardware [6],
causing errors to manifest in some runs but not others.

To assess the impact of non-architectural context on the
reproducibility of detections across runs, we rerun CC-ITHICA
on three servers with high EDR (D3, D4, D7) with fixed inputs
across runs, using TTD (Table III) as a proxy for cross-run
error reproducibility. Since the program inputs that resulted
in detections in earlier experiments are not directly accessible,
we use newly-generated random inputs. If the same input, and
thus architectural context, repeatedly causes the same error to
manifest, TTD should remain constant.

Obs. 16 We find that TTD distributions remain highly vari-
able (e.g., for D3, ranging from seconds to nearly the full hour),
demonstrating that non-architectural execution context con-
tributes to error manifestation. Other servers did not exhibit any
error detections in this experiment, precluding further analysis.

To assess the length of instruction sequences required for
reproducibility of defect-induced errors, we construct two
additional types of tests per server: single-instruction tests
and basic-block tests, each derived from original CC-ITHICA
programs by isolating a failing instruction or basic block. For
each test, we evaluate both real failing inputs (from the original
CC-ITHICA runs) and newly-generated random inputs. The
basic-block tests range from 1 to 182 instructions in length,
with a median of 15 and a mean of 32 instructions. Arith is
used to generate tests for all servers except D2/D13, where
Mem/MemDiv are used, which uniquely detected them. Each test
is run in a loop on each core for 100 hours (iterating through
real or random inputs) and the EDR results are reported in Fig. 7,
alongside the EDR of the original CC-ITHICA program from
Fig. 2; details for tests with detections are shown at the bottom.

Obs. 17 Typically, neither single-instruction nor basic-block
tests detect any errors, even with real failing inputs. There
are two exceptions: D3 is not reproduced by single-instruction
tests but is by basic-block tests, suggesting that modestly long
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Fig. 7. Top: EDR of original CC-ITHICA program compared to single-instruction
and single-basic-block reproducers (one per failing instruction, averaged).
Reproducers are evaluated under both original failing inputs (light bars) and
random inputs (dark bars). Bottom: For each reproducer, the failing opcodes
and lengths of failing vs. non-failing basic blocks.

sequences establish the necessary execution context for its
detection. D9, which fails on finul x86_fp80, achieves perfect
reproduction with the single-instruction tests with real inputs.

A potential explanation for D9 is reduced microarchitectural
execution path non-determinism [81] for its failing LLVM IR
instruction. Such non-determinism can arise from multiple
sources: compilers may map an LLVM IR instruction to
multiple assembly instructions; hardware may map an assembly
instruction to multiple micro-ops; and hardware may assign
micro-ops to one of multiple functional units. For D9, the first
two sources are eliminated and the third is reduced: inspection
of the compiled single-instruction LLVM IR reproducer reveals
a single assembly instruction, finul x86_fp80; fmul x86_fp80
maps to a single micro-op per uops.info [82] and the server’s
microarchitecture documentation (undisclosed); and that micro-
op can execute on one of two floating-point units (FPUs). The
frequency of both original and validation instructions producing
incorrect, inconsistent outputs suggests they often interact with
the same defective hardware component. Since ITHICA checks
detect errors exclusively for finul x86_fp80 instructions across
the full CC-ITHICA test suite, this component is likely one of
the FPUs. However, hardware localization remains inherently
opaque at the ISA level (§VII-E). Notably, even with this
reduced microarchitectural execution path non-determinism and
likely error persistence (§III-A), ITHICA still detects the error,
making this case similar to our fault injection example in §1II-B.

This experiment, along with the TTD variability observed un-
der fixed program inputs (Obs. 16), suggests that microarchitec-
tural and electrical state, beyond architectural control (§11I-C),
contribute to defect-induced error manifestation.

Finding 8: Reproduction of defect-induced errors
generally cannot be done deterministically with ISA-
level control (Obs. 16, 17).

Having just established that supplying the right inputs
to the right opcodes is insufficient for reproduction, we
further characterize the distribution of instruction-level input
values that result in error detections for each opcode-server
combination for our full ITHICA programs, using Input
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Breadth (Table III). Obs. 18 Table VII shows that, for most
opcodes and servers, the number of unique failing inputs and
Input Breadth are high, indicating that errors are largely not
confined to a few culprit input values.

Finding 9: For vulnerable instructions, selecting the “perfect”
input appears to be neither necessary nor sufficient to induce
a defect-induced error (Obs. 16-18).

Implications for Chip-Users: Prior hyperscaler studies use in-
struction usage stress as a predictor of defect detection and as
a basis for instruction localization [4], [5]; others rely on short
tests for instruction localization [12]. Our findings contradict
both: instruction execution frequency does not reliably predict
which tests detect a defective server, and therefore cannot
reliably localize failing instructions, and far fewer errors are
reproducible with short tests (quantified for our experiments
above) than with long ones (Table IX, Conclusion 1I).

E. Hardware Localization from the ISA Level is Opaque

Fig. 4 shows that some DPool servers exhibit errors concen-
trated in a single instruction type (e.g., D10), while others show
errors across types (e.g., D1, D12). Fig. 8 extends this analysis
by examining the distribution of errors across instruction types
for 93 of all 100 ITHICA-detected servers (89 by CC-ITHICA
and 11 unique to FB-ITHICA); seven are excluded from this
analysis due to a crash that prevented the logging of the
failing instruction from completing (no-instr, §VII-A). For each
combination of instruction types, the figure shows the number
of servers exhibiting errors for that combination and the average

per-server breakdown of number of errors by instruction type.
The pie chart aggregates this breakdown across all 93 servers.

Obs. 19 Among all 93 servers analyzed, 44% exhibit
errors spanning multiple instruction types, rather than a single
type, consistent with prior work observing multi-family test
failures [4], [5], [9]; we newly observe this phenomenon at
the instruction level and quantify the rate disparity between
types. Obs. 20 Despite accounting for a large share of detected
servers, arithmetic and memory instructions contribute only a
small fraction of errors: 92.9% originate from floating-point
and vector instructions. In particular, floating-point instructions
exhibit errors six orders of magnitude more frequently than
memory instructions, on average. These observations suggest
that floating-point and vector instructions may be easier to

TABLE IX
COMPARISON WITH RELATED HYPERSCALER FLEET STUDIES

Alibaba [4], [5] SEVI [12] ITHICA (this work)
5 |Suspect-Defective Unclear >2,500 >3,000
5 [Pool Size
=
=< |Servers Detected
S _
& |& Analyzed 27-30 18 100
Error Consistent Consistent Inconsistent
S | Assumption (implicit) (explicit) (validated on real HW, §VII-A)
§ Inst. Types Checked| — (not inst.-level) Vector only All (Arith, FP, Vec, Mem, CF)
= |Error Check Final output w/ Inst.-level w/ Intra-thread
§° Technique golden value golden value inst.-level
E Instruction Post-detection via | Concurrent w/ Concurrent w/
Localization inst. usage stress detection detection
1. Factors Sequence-driven execution
. L. Inst. usage stress, |Opcode, Input, context (§VII-C); Inst. usage
Determining . ; o o R
- Detection Temperature Temperature stress & ORcoflesllnpuls
g alone are insufficient (§VII-D)
2. Vulnerable ALU, FPU, Vec.Unit, Vector Shows prior work conclusions
2/HW Unit Cache, TrxMem multiplier are unreliable (§VII-E)
© 3. Solution Can focus on ABFT for Diverse programs as tests (SVIL-C);
Proposed vulnerable features |matmul kernels Inst. localization concurrently
i - with detection (§VII-D)

reproduce or, equivalently, have reduced microarchitectural
execution path non-determinism (§VII-D).

ITHICA’s ability to detect errors across multiple instruction
types within the same test illustrates why drawing hardware
localization conclusions from tests that check only a narrow set
of instructions is problematic. Obs. 21 For example, the only
baseline test that detects D1 is the Avx subtest of CC, which is
a vector-specialized test. From this test alone, one may blame
a vector-specific hardware unit. Yet ITHICA’s instruction-level
checks within the same test reveal non-vector instructions
are also affected, suggesting a different cause. Overall, in
our experiments, vector instructions exhibit errors on 46
servers, 31 of which feature errors in other instruction types
as well. This challenges prior work’s hardware localization
conclusions that attribute errors occurring in vector instructions
to vector units, using vector-specific tests alone [12].

Finding 10: The same defect often causes errors across
instruction types, at markedly different rates (Obs. 19-21).

More generally, while ITHICA’s instruction-level visibility
enables scrutinizing hardware localization conclusions, it cannot
definitively establish them. This is a limitation of all ISA-
level testing approaches [4], [S], [9]-[12], [19], [20], including
ITHICA. A defect may reside anywhere along an instruction’s
microarchitectural execution path or in physically adjacent
transistors serving unrelated hardware components, none of
which is visible at the ISA level. Moreover, the compiler’s
mapping of LLVM IR to assembly, and the hardware’s mapping
of assembly to micro-ops and micro-ops to functional units,
introduce microarchitectural execution path non-determinism
inherent to ISA-level approaches (§VII-D).

Implications for Chip-Users: Hardware localization is inher-
ently opaque from ISA-level observations. Although ITHICA’s
instruction-level checking across diverse instructions and
programs does not overcome this opacity, it surfaces the full
range of LLVM instructions affected on each server, from
which prior hardware localization conclusions [4], [5], [12]
(Table IX, Conclusion 2) can be scrutinized and, in some cases,
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discredited. Incorrect hardware localization conclusions risk
guiding future software and hardware mitigations toward the
wrong or insufficient components (Table IX, Conclusion 3).

VIII. COMPARISON WITH SILIFUZZ

Fig. 9 compares CC, CC-ITHICA, and FB-ITHICA with
SiliFuzz [19], [83], the only fuzzing tool for defects that
does not rely on below-ISA specifications (§X). The tests are
compared by number of total and unique detected servers and
average EDR. TTD and EF statistics are not available for SiliFuzz
and are therefore omitted. Similar to §VI-B, we exclude servers
with less than 20 execution hours per test. For each remaining
server, we use an equal number of one-hour executions per test,
set to the minimum completed by any single test on that server.
SiliFuzz detects significantly fewer servers than CC-ITHICA
(42 vs. 71). For the servers it detects, its average EDR is smaller
than but comparable to CC-ITHICA (40.8% vs. 42.1%). Notably,
FB-ITHICA detects seven servers missed by all other tests.

IX. LIMITATIONS

This section discusses limitations of our fleet study in general
and ITHICA tests in particular.

Server Pool Bias. The servers evaluated in our study
represent a biased sample of Google’s overall fleet. Our
results in §VII-§VIII are derived from the QPool and DPool,
which comprise suspect- and confirmed-defective servers,
respectively (§V-B). Because these out-of-production pools
are populated using non-ITHICA screening mechanisms, they
inherently over-represent servers with defects that those existing
tests can flag. This selection bias likely explains why ITHICA’s
Arith checks dominate our experimental results (§VII-A),
given that many standard screening tests explicitly stress
arithmetic operations [10], [19]. We note, however, that this
bias is standard across the literature: prior hyperscaler fleet
studies [2], [4], [5], [9], [12] evaluate similarly-populated pools,
suggesting our study examines a comparable server population.

Missing Defect-Induced Errors. ITHICA tests can miss
defect-induced errors—e.g., those on the six servers in Fig. 3
that ITHICA checks miss but Native checks detect—because
of instrumentation gaps or because they manifest consistently.

Instrumentation Gaps: Even at maximum instrumenta-
tion (block size of one), ITHICA does not instrument, and
thus does not check, every LLVM IR instruction executed in
the program it transforms into a test. For example: (1) in-
structions with side-effects (i.e., that are not safe to duplicate),
including atomic and volatile memory instructions (§I1V-C),

(2) memory instructions in thread-unsafe code (§IV-C), (3) unin-
strumented parts of Libc/Libc++ (§V-A), and (4) kernel code
executed as part of system calls. Gaps (1)-(3) apply only
to ITHICA checks, while (4) is shared between ITHICA and
Native checks. Despite (2), ITHICA still instruments most
(non-memory) opcodes in thread-unsafe programs, which are
difficult to check with prior error checking techniques (§1).

Consistent Errors: By design, ITHICA checks detect incon-
sistent errors only, not consistent ones; the Native checks in
CC/CC-ITHICA can in principle detect both. ITHICA’s focus
stems from our insight that consistent errors are theoretically
easier to detect, since they manifest from every execution
context, whereas inconsistent errors manifest from only select
ones (§1II-A). We show that it pays off empirically: ITHICA
checks detect 39% more defective servers than Native checks
within the same test programs, and ITHICA checks in non-test
workloads detect additional unique defective servers.

Heuristic Coverage. Finally, ITHICA tests can fail to induce
an error on a defective server due to ITHICA neither measuring
nor controlling hardware coverage—the fraction of distinct
microarchitectural and electrical state contexts (§11I) and thus
potential fault sites. As a result, its tests may never exercise
a server’s defect site in a context where the defect manifests.
Today, no metric is known to accurately measure hardware cov-
erage of functional tests for defects: existing metrics—structural
coverage [54]-[61], ACE-based [20], [51], or delay-fault [47]
vulnerability—all score tests against fault models that have not
been shown to accurately represent defects [6], [14]-[16].

Our evaluation therefore reports detection outcomes (Ta-
ble III) instead, as do all prior fleet studies [1], [2], [4], [5],
[9], [12]. Only two prior techniques for defects define and
optimize a coverage metric, but neither is shown to predict
detection outcomes on real defective hardware. SiliFuzz [19]
maximizes control-flow coverage of a software CPU emulator
as a proxy for hardware coverage, and acknowledges the two do
not necessarily correspond; empirically, ITHICA detects 69%
more servers than SiliFuzz (§VIII). Harpocrates [20] defines its
own coverage metric for defects, but evaluates its correlation
with detection outcomes (i.e., errors detected) using stuck-at
fault injection rather than real defective hardware. Therefore,
like other functional tests, ITHICA tests cannot systematically
improve coverage of defect fault sites; instead, they heuristically
improve it through the test-diversity levers of §VII-C, validated
on real defective hardware.

X. RELATED WORK

Prior works most relevant to ITHICA fall into four categories:
soft error detection, post-silicon validation, fuzzing, and
hyperscaler fleet studies of the CPU SDC problem. Table X
compares ITHICA to existing functional test suites [10], [11]
and test generation techniques [19], [20] for defects.

Soft Error Detection. EDDI [23] is the first to propose intra-
thread instruction checks via instruction duplication and output
comparison. CFCSS [24] is the first to introduce intra-thread
checks for branches; it does so by validating runtime control-
flow against compile-time control-flow graphs. SWIFT [25]



reduces EDDI’s performance overhead by omitting memory
instruction protection (relying on ECC [84]) and by reusing idle
processor resources for duplicate computation, and improves
CFCSS’s control-flow coverage. Several variations of the
above techniques propose further performance or coverage
improvements, either purely in software [67], [72]-[77], [85]
or with architectural support [86], [87]. Analogous software-
only [88]-[90] and architecture-supported [89], [91] techniques
have been proposed for GPUs.

Unlike prior soft error detection work, whose goal is applica-
tion protection during in-production execution, ITHICA’s goal
is eventual defect detection during out-of-production testing.
This distinction affects how error checks are inserted—for
which instructions (sampling in space) and how frequently (sam-
pling in time)—and the relevance of non-check program-
diversity levers (§VII-C), as described below.

Error Check Insertion: Sampling in time is applicable to
ITHICA but not soft error detection. The former requires
eventual defect detection, so it can skip checks (e.g., by
increasing block size, §VII-B); the latter must check every
instruction that can affect a program’s output to guarantee fault
tolerance. Sampling in space is applicable to both, but relevant
mechanisms for achieving it differ. For example, soft error
detection can exploit logical masking to prune error checks
for instructions deemed incapable—either by static program
analysis [76], [85] or by characterization on known inputs [74],
[75]—of causing an error at a program’s output. Such pruning
is inapplicable to ITHICA, since logical masking harms its
defect detection capabilities (§IV-C, §VII-B).

Diversity Levers: ITHICA’s non-check levers (§VII-C) di-
versify how a program exercises the hardware, heuristically
improving defect detection. These levers are irrelevant to
soft error protection, which addresses transient rather than
permanent faults and seeks to prevent such errors altogether.

Post-Silicon Validation. QED [26]-[29] adapts its intra-
thread instruction checks from soft error detection to detect
logic and electrical design bugs during post-silicon validation.
Thus, QED is intended to be run on relatively few (hundreds [2])
silicon samples before mass production. Per §IV-A, ITHICA
further adapts these checks for defect detection and demon-
strates their effectiveness in this new setting for the first time. In
contrast to QED, ITHICA is intended to be used on millions of
deployed servers during in-datacenter testing. These differences
in fault scopes and deployment scenarios between QED and
ITHICA lead them to adopt different program transformations
and make different implementation choices.

Program transformations: Driven by our insight that execu-
tion context diversity is important for defect detection (§11I-C),
ITHICA uses several levers to increase it, including the novel
MemDiv transformation, which detects unique servers in our
experiments (§VII-C). It is possible for MemDiv to benefit post-
silicon validation, though it has not been evaluated for that
purpose. Additionally, QED implementations of control-flow
checking transformations can leverage known test inputs—a
reasonable assumption for post-silicon validation. ITHICA’s
Br cannot, and does not, as it operates on arbitrary programs.

TABLE X

TESTS AND TEST GENERATION TECHNIQUES FOR DEFECTS

Check Type Evaluation
Technique Golden|Cross-|Invert.[Intra-thr.| Fault [Real| Spec

Value | Core |Comp.| Instruct. Inject.| HW
cpu-check [10] X v V4 X - - |C/IC++
OpenDCDiag [11] v v v X X v |C/C++
SiliFuzz [19] v v X X - - | ASM
Harpocrates [20] v v X X v X | Uarch
ITHICA (this work)] X X X v X v |LLVM

Implementation choices: QED leaves library code uninstru-
mented, due to its source-code-level implementation. ITHICA’s
LLVM IR passes, by comparison, can instrument any code
compiled through LLVM, including libraries—where ITHICA
detects unique servers in our experiments (§ VII-C).

Fuzzing. A large number of fuzzing works exist, targeting
defects, design bugs, or security bugs [19], [20], [92]-[96];
several of them rely on below-ISA specifications [20], [92]—
[94]. Closest in motivation to ITHICA is PathFuzz [92], which
uses real-program checkpoints as fuzzer seeds for pre-silicon
validation, but, unlike ITHICA, requires deterministic seeds,
restricting usable programs. More broadly, ITHICA checks
could be applied to fuzzer-generated sequences to replace the
golden outputs they require [19], [20], [92]-[94].

Hyperscaler Fleet Studies. Like ITHICA, the Alibaba
studies [4], [5] and SEVI [12] evaluate their techniques using
pools of suspect-defective servers. Table IX compares their
testing methods and findings with ITHICA’s. Other works
quantify the prevalence and report detection trends of hardware
errors across large CPU fleets [1]-[3], [6], [9], [22] or study
SDC vulnerability through fault injection [97]-[100]. Among
them, PinDrop [9] advocates for continuous testing with a
variety of complex tests at scale—a philosophy that aligns with
ITHICA’s goal of enabling arbitrary programs to be used as
tests. Mitra et al. [6] finds that a significant fraction of defects
are detected by production workloads in the field, motivating
the instrumentation of such workloads with ITHICA.

XI. CONCLUSION

We present ITHICA, an approach for automatically gen-
erating functional tests from arbitrary programs to detect
defective CPUs. ITHICA exploits the insight that the most
pernicious defects manifest as inconsistent errors—validated
here for the first time on real hardware—to build intra-thread,
instruction-level checks that outperform baseline industry
checks and enable novel findings on defect behavior that
challenge conclusions of prior hyperscaler studies.
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APPENDIX
A. Abstract

This artifact includes the ITHICA LLVM IR passes (Arith,
Mem, MemDiv, Br and their combinations) used to transform real
programs into tests for hardware defects (first contribution in §I).
It demonstrates that ITHICA passes successfully instrument
the two programs used in the paper: cpu-check (CC) and
Fleetbench (FB). For ease of use, the Zenodo artifact provides
a pinned Docker build environment per program (kept separate
due to disjoint build requirements), containing all dependencies
needed to compile both programs (with and without ITHICA)
from source. The artifact reproduces the runtime performance
overhead and binary size increase that ITHICA transformations
impose relative to the uninstrumented CC baseline, equivalent to
Table VI. Pre-built binaries for all configurations of Table VI
are provided to reproduce the measurements directly, even
without recompilation. The remaining results (§VII-§VIII)
require access to proprietary defective hardware owned by
Google, and therefore cannot be reproduced.

B. Artifact check-list (meta-information)

« Transformations: Code for ITHICA’s LLVM IR compiler
passes, Arith, Mem, MemDiv, and Br, and their combinations
Arith+Mem, Arith+MemDiv and Arith+MemDiv+Br.

o Program: The input programs compiled with ITHICA: cpu-
check and Fleetbench. Both are open-source and shipped with
the artifact.

« Compilation: No dependencies beyond Docker. Clang/LLVM/11d
14.0.6 and Bazel 7.3.1 are used within the two Docker images.

o Binary: Pre-built, statically linked x86-64 binaries available.

+ Hardware: Required: x86-64 Linux machine with at least 16
GB of RAM and 40 GB of free disk space on the Docker
filesystem. Preferred: 32 cores or more and hyperthreading
enabled. (Reference host: Intel Xeon Gold 6226R; 2x 16 cores,
2 threads/core, 500 GB RAM).

« Runtime Environment: Docker and Bash. Network access.

o Metrics: Runtime performance overhead and binary size increase
relative to the baseline.

« Experiments: Two experiments (§F): E1 reproduces the results
of Table VI—it measures per-ITHICA-pass overhead and binary-
size increase on CC, including parameter sweeps for Arith; E2
measures the same metrics on FB with and without Arith (not
in the main paper). Separately, this artifact allows rebuilding
both programs from source.

« How much disk space required (approximately)?: 40 GB.

o How much time is needed to prepare workflow (approx-
imately)?: 10 minutes for Docker environment setup. To
recompile all binaries from source: additional 8 hours.

o How much time is needed to complete experiments (approx-
imately)?: 65 minutes total to execute all binaries.

o Publicly available?: https://github.com/ioannavav/ithica

o Code licenses (if publicly available)?: MIT License.

+ Workflow automation framework used?: Docker.

o Archived (DOI)?: https://doi.org/10.5281/zenodo.21554153

C. Description

1) How to access: The artifact is archived on
https://doi.org/10.5281/zenodo.21554153 as a complete, ready-
to-run copy (pre-built binaries and toolchain image included).
The source code is also on https://github.com/ioannavav/ithica.

The artifact contains two directories, cpu-check-ae/ and
fleetbench-ae/, one per program. Each holds the ITHICA pass
sources, the pinned program source, the pinned toolchain, pre-
built binaries (to avoid heavy recompilation of some programs
if needed), and three driver scripts: setup.sh provisions the
toolchain, build.sh compiles the program with a chosen
ITHICA pass, and measure.sh runs the (resulting or pre-built)
binaries and reports the metrics.

2) Hardware dependencies: x86-64 Linux machine with
40 GB of free disk space and 16 GB RAM. To reproduce the
reported results closely, a host with at least 32 physical / 64
logical CPUs is recommended. Reference host: Intel Xeon
Gold 6226R: 2 sockets x 16 cores per socket = 32 physical
cores, and 2 threads per core = 64 logical CPUs; 500 GB
RAM. The results obtained are expected to vary depending on
the underlying hardware (§H).

3) Software dependencies: Only Docker (the cpu-check
toolchain is exported from a pinned GNU Guix environment via
guix pack and the Fleetbench image is built from a Dockerfile).
Network access is required while building either image. On
hosts where Docker’s bridge network cannot reach GitHub,
add --network=host to docker build.

D. Installation

Use the Zenodo copy for the installation steps below and
results reproduction using pre-built binaries. The build steps
in §F for all programs use these images:

o For cpu-check:
cd cpu-check-ae
scripts/setup.sh

o For Fleetbench:
cd fleetbench-ae
scripts/setup.sh

# docker load (shipped image)

# docker build (Dockerfile)

E. Experiment workflow

The evaluation first compiles the two programs with ITHICA;
build.sh builds the target pass and compiles the program in one
step; build_pass.sh builds a pass separately. Two script-driven
experiments then measure the resulting binaries: for cpu-check,
E1 measures the per-pass overhead and binary size increase
compared to the uninstrumented baseline (main result, repro-
ducing Table VI), and E2 measures the same two metrics for
Fleetbench with and without Arith (with block size and inter-
leaving of 1). A toy program (toy_overhead/toy_program.cpp)
ships in the cpu-check image so users can quickly instrument
and run it (cpu-check-ae/scripts/toy_overhead.sh).

F. Evaluation and expected results

The central claim reproduced by this artifact is the per-pass
runtime performance overhead and binary size increase
of the ITHICA transformations relative to the uninstrumented
CC baseline, i.e., the results of Table VI and Obs. 8 in the
paper. The first goal of the evaluation is to successfully use the
ITHICA passes to compile the two programs; the measurement
experiments then run the resulting binaries. Expected values
on the reference host are given in Tables XI and XII; absolute
values vary with the underlying hardware (§C2).



TABLE XI
RESULTS EQUIVALENT TO TABLE VI, HERE MEASURED ON A
NON-INDUSTRIAL (NON-PROPRIETARY) SERVER: PERFORMANCE
OVERHEAD AND BINARY SIZE INCREASE (IN X ) OF ITHICA
COMPARED TO CC

ITHICA |  Arith (Block Size) ‘Mem‘Me mDiv‘ Br

Pass 1 @ @ (8 (dep)
Performance [2.18 1.79 1.64 1.52 1.75|1.17| 53.67 1.17
Binary Size |8.47 5.88 4.59 4.11 6.11 |3.06] 13.12 1.24

Server: Intel Xeon Gold 6226R, 2.9GHz, 2x 16 cores, 2 threads/core,
hyperthreading on, L1: IMB D+1, L2: 32MB, L3: 44MB, Mem: 500 GB

Getting started: cpu-check-ae/scripts/build_pass.sh builds
the ITHICA pass, e.g., arith|mem|memdiv|br|arithmem etc.:
cd cpu-check-ae
scripts/build_pass.sh arith

Building the two programs. build.sh compiles each program
with the chosen ITHICA pass. For cpu-check:

cd cpu-check-ae

scripts/build.sh --pass=CC # baseline, no ITHICA
scripts/build.sh --pass=arith # ITHICA pass

# knobs: --blocksize=1]|2|4|8|0 --interleaving=1|2|4|8]|0@
# 0 used for "dep"” (blocksize) and "max” (interleaving)
For Fleetbench:

cd fleetbench-ae
scripts/build.sh --bench=hashing --nopass # baseline
scripts/build.sh --bench=hashing --pass=arith # ITHICA

Since proto and stl take hours to build, pre-built binaries
in Binaries/ can be used for the next step (“Measuring”) by
supplying --fb-dir=Binaries to the measuring script.

Each build.sh --pass=P (for cpu-check) copies its binary
into built/P_bs<BS>_intr<I>_cpu_check; each --bench=B (for
FB) run extracts a self-contained bundle (with the benchmark’s
required runfiles) into built/B_baseline or built/B_arith.

Note: the build. sh scripts are independent of build_pass. sh:
each rebuilds the ITHICA pass itself before compiling the
program, and emits verbose logs, including a “Running on
function” message per compiled function confirming that the
pass is applied throughout the program.

Measuring. measure.sh runs the binaries in the directory
specified with --cc-dir=<dir> (cpu-check) or --fb-dir=<dir>
(Fleetbench). The directory must contain the uninstrumented
baseline and at least one ITHICA-instrumented binary. Pre-
built binaries in Binaries/ can be used by supplying

--cc-dir=Binaries (§H) to directly reproduce Table XI.
E1—For cpu-check: performance overhead and binary size
increase (main result; ~40 min for all Table VI configurations).

cd cpu-check-ae

scripts/measure.sh --sec=120 --cc-dir=<built|Binaries>
# -> results/cpucheck_results. txt (table)

# results/logs/x.out (raw binary outputs)
Each binary runs for a fixed time (120 sec). Performance
overhead is calculated as the ratio of CC’s to the instrumented
binary’s throughput of rounds (“SUCCESSES” in logs) completed
within the specified time.

Expected Result: Similar to Table XI, also on par with the
average (Avg) ratios in Table VI. The exact ratios will vary
based on the hardware used (§H). Binary sizes might differ too,
due to logging and structural changes for better user experience,

TABLE XII
PERFORMANCE OVERHEAD AND BINARY SIZE INCREASE (IN X) OF
FB-ARITH COMPARED TO THE UNINSTRUMENTED FB BASELINE MEASURED
ON THE REFERENCE HOST OF TABLE XI.

Benchmark Sub-benchmark Performance  Binary Size
hashing ComputeCrc32c (hot) 1.42 1.11
proto Arena 1.44 2.87
swissmap InsertHit (cold) 2.99 2.31
stl Cord 2.79 5.81
libc Memcpy 2.21 1.09
tcmalloc empirical_driver 1.82 1.18

code readability, and homogeneity across passes. Binary sizes
changed the most for Mem, MemDiv, and Br in the artifact
(updated to 4.19x, 5.89x, and 2.25x respectively). These
code changes do not affect performance or the functionality of
the passes. We also include on GitHub the original versions
of these passes that match the binary sizes of Tables VI/XI,

under ithica-artifact/cpu-check-ae/Original_x.
E2—For Fleetbench: same metrics as E1, with vs. without
Arith (~25min for all six benchmarks).

cd fleetbench-ae

scripts/measure.sh --sec=120 --fb-dir=<built|Binaries>

# -> results/fleetbench_results.txt (perf)

# results/fleetbench_sizes.txt (size)

# results/logs/*.out (raw binary outputs)

Each benchmark reports time per operation; the overhead is

the ratio of the instrumented to the baseline median ns/op.
Expected Result: Similar to Table XII. Only one sub-

benchmark from each of the six benchmark families is reported.

G. Experiment customization

o Pass selection: arith, mem, memdiv, br, plus the combina-
tions arithmem, arithmemdiv, arithmemdivbr.

o Pass configuration parameters: --blocksize=X,
--interleaving=Y, with X, Y € {0,1, 2,4, 8}.

e Run duration: scripts/measure.sh --sec=N sets the per-
binary wall-clock budget (default 120).

e CPU set: measure.sh pins one worker per available CPU
(§H). To do it manually, run cpu_check with -c<list>.

H. Notes

o Measurement precision and stability. The exact ratios
in Tables XI and XII depend on the underlying hard-
ware (e.g., its core count, hyperthreading and AVX
support). A host with at least 32 cores is recommended
for comparable results (§C2). Ratios can also vary run-
to-run on the same hardware, due to frequency scaling or
co-location with other load.

o Thread placement. cpu-check sizes its worker pool from
std: :thread: :hardware_concurrency() and spawns one
worker per logical CPU, independent of cgroup/affinity
limits. On a restricted host this over-spawns and distorts
the measurement. The scripts pass an explicit -c list so
exactly one worker runs per available CPU.

o Pre-built binaries. All evaluated programs come pre-built
in Binaries/, avoiding the need to rebuild from source.



