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Resilience of Autonomous Vehicles

Q_ Search Bloomberg
* AVs advertised as Hyperdrive
transformative —improve Tesla Driver Died Using Autopilot, With
congestion, safety, Hands Off Steering Wheel
productivity, and comfort. Dand Ehe New ork Times
Marq
o acunme NIl nee € iie W2U, D nbead niua
° R ec ent me dl 3 att entl on on h.gef;‘ D. r l‘;;; MIGEER Waymo's Self-Driving Car Crash in Arizona Revives Tough Quest
Tesla/Waymo/Uber AVs. In Arizo e st e e

siaRe—— WAYMO'S SELF-DRIVING CAR

a: CASH l ARIZA REVIVES

* Research Gap: Resilience of THEVERGE  'fCh - SCIENCE . CUUTURE . CARS - REVIEWS . (ONGFORM VIDED MORE
AV Tech nOIOgy TRANSPORTATION \ UBER RIDE-SHARING
 Causes — Dynamics — Impacts of Nvidia suspends self-driving car tests in wake of
failure Uber crash
Uber had been using Nvidia’s self-driving technology
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Overview

Data driven ana|ysis of California Department of Motor

failures in the field
during testing of AVs

Vehicles AV Testing Reports
> (2014 - 2016)
1,116,605 miles — 144 AVs — 12 Vendors

5328 Disengagements — 42 Accidents

Human
Initiated

AV
Initiated

@ Disengagements

csl.illinois.edu

Failure Modes

@® Accidents

Disengagement: A transfer of control
from the autonomous system to the
human driver in the case of a failure.

Accident: An collision with other
vehicles, pedestrians, or property.

Quantified in terms of disengagements per
mile (DPM) and accident per mile (APM).
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Key Findings

* AVs are up to 4000x more likely to have an accident than human drivers.
* DPM, APM strongly negatively correlated with miles driven.

* ML components of AVs responsible for 65% of failure reports.

* Reliability per mission: AVs are up to 100x worse than airplanes.
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LogDriver: An End-to-End Workflow for AV Log Data Analysis

* Reports stored as scanned

documents.
* Vendor specific parsing & filtering. * Analyze failure data to quantify
* Standardizing data formats across * Causes
________________ vendors. * Dynamics

) - Datafrom2016 * Impacts
Stage I: Data Collection . and 2017 reports —\\ ) o Failure
: 1 . Stag®\: Parsing and Filtering Dictionary
B : Stage IV: Statistical
= — i

Disengagement | »!| OCR | Parse * Lol Normalize w Analysis of Failures
— Reports . Filter

Disengagement | : }
® database » 5,328 disengagements , g o] 5
v 42 accidents” " " 7] T
1,116,605 autonomous ' L . | i. %

miles driven . , Consolidated
Accident | 1 ocr |pfFarset w failure data
: Reports ' Filter
Accident database ,
Each accidentis | Stage llI: Natural

J ' reported separately | Language Processing

* Vendors are required to collect data as

* Parse natural language text relating to

per CA laws. :
« CA DMV curates databases of vendor failure causes.
reports * Localize failures in abstract system

model.

* No standardized reporting formats.
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LogDriver: Nissan Case Study

@ Individual Report

| > | \ Leaf #1 | The AV didn't see the lead vehicle, driver safely disengaged and resumed “ City !
15 ‘ 5/25/2016 | A-awn 7 (Alfa) manual control, | Street | IO <) i 4 36 | e
| | | | | | |
| | | | | |

G @ STPA[1] based ontology model

I . !
' Human Drivers |

>
Unexpected Driver Action, Non-AV
Inability to Predict Driver

© OCR + Parsing + Cleaning s Summener | el o Predes

'‘Autonomous T Software Error, B
| Control Incorrect/Untimely ;
H . Inference ;
i Software Error, [ Planner & ‘

i Incorrect/Untimely

—| Recognition
| Controller |_g‘_,
Inference

The AV didn’t see the lead vehicle... | 4+ | e '!_i R T EEEE S UV
3 Failure 4 ' : Data Corruption
i |' :
G Co:,far;ll, :;mare |~ Follower : I Seg:;)rs
. RADAR
R NES [ LDAR | |
********************************************************* Camera R teE R
Categories: Recognition | Mechanical System ' SONAR ‘
. . g g | Actuators |
Nissan Disengagement  Mechanica S S
: Failures v

Reports from the CA DMV

[1] N. Leveson, Engineering a safer world: Systems thinking applied to safety. MIT press, 2011.

oI

Mechanical Components of the
Autonomous Vehicle

Disengagement,
~ Accident
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Data Driven Insights

Maturity of AV Technology

Causes of Failures

Improvement in AV Technology over Time

Hands Off the Wheel?

Safety: AVs vs Humans

csl.illinois.edu COLLEGE OF ENGINEERING



I ILLINOIS

CSL | Coordinated Science Lab

Maturity of AV Technology

e DPM related to cumulative miles driven.
e Maturity: Still in “burn-in” phase.
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Causes of Failures

* ML/Design issues responsible for 65% of failures.

0 [ [ ] [ ] [ ]
* 48% of disengagements are human initiated.
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Are AVs improving over time?

e Strong negative correlation of DPM with miles driven.
 Some manufacturers show increasing DPM trends

| | | Increasing
2 ! o
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Hands off the wheel?

* Accident Avoidance Times less than non-AVs: 0.82 s (for
AVs) vs 1.09 s (for non-AVs)
* 69% of reports accidents are “Latency Accidents”

Accident Avoidance Window

=
o
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l
+
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Human Actuate

» Non-AV
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Reaction Time (s)

AV Decision Human Actuate

100 _

Human Second Guess Time

Manufacturer
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Comparison to human drivers

* Non-AVs are 15 - 4000x less likely to have an accident.
* All accidents happen at intersection of urban streets.
* All accidents at low speeds: Human drivers cannot predict behavior.

Manufacturer Median DPM  Median APM  Rel. to HAPM
(mile ™ 1) (mile ™ 1)

Mercedes-Benz  0.565 - -

Volkswagen 0.0181 - -

Waymo 0.000745 4.140 x 107° 20.7x

Delphi 0.0263 4.599 x 1077 22.99 x

Nissan 0.0413 3.057 x 10~4 15.285 %

Bosch 0.811 - - > >300x

GMCruise 0.177 8.843 x 103 4421.5%

Tesla 0.250 - -

HAPM — Human APM.
Human APM = 2 x 10~ %mile ™! [37], [38].
Column 4 = AV APM/Human APM.
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Trends in 2017 Reports

* Vendors have moved away from testing
vehicles in California.

* BMW, Ford, Tesla, Honda, Volkswagen

IEEE

SPECTRUM

Followon: ' & in + @

L4 D e C re a S i n g D P M t re n d ? Engineering Topics Special Reports Blogs Multimedia The Magazine Professional Resources Search

Cars That Think | Transportation | Self-Driving

* Not anymore...

2 Feb 2018 14:24 GMT

Have Self-Driving Cars Stopped
Getting Better

L Se ri ous iSS ue: New reports from California suggest limits to
autonomous vehicle performance
* Ridesharing as primary application.

 Thousands vehicles.

e 4.14x10> DPM corresponds to multiple
failures daily.
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Looking Forward

* Functionality first => Resilience second

* AVs are here to stay
* ML Perception/Decision Control is key culprit
* Traditional reliability bugs (bit flips) seem less important
* Foundation of new research thrust

* Need for new reliability metrics
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Questions?
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