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In the current version of AlilEn v2.18, the Storage Authorization

(PFN), as well as its existence, size, and checksum. Consequently,
the authorization does not concern the actual physical file, but only its
LFN and the corresponding GUID entries in the Catalogue.
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access: write
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sign: A932EFB83
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Authenticated Grid Jobs

Even though the Booking Table is capable of enforcing the
authorization on the File Catalogue level, the decoupled
flow of data and meta data makes it necessary to introduce
additional functionality to enforce the authenticity of a file's
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Once the system is able to ensure authentic data operations based on &\L{\%ﬁ j
checksums, e.g. mdb or sha1, it is possible to verify the authenticity of ) 3 submi

a Grid Job's executable and data input on a Worker Node. The e Firas
checksums are placed in the Grid Job Description by the user who

signes the Grid Job in the course of its submission. Before execution,
AlIEn the JobAgent then verifyes the Job on the Worker Node.
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1. get the <Grid Job>
2. verify User's signature

3. retrieve Envelopes for Files
4. verify checksum consistency
5. get Files

6. start <Grid Job>
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